
Health Insurance Portability and Accountability Act Compliance Report

Monday, September 10, 2007 4:16:31 PMTime Period:

What is HIPAA?

HIPAA (Health Insurance Portability and Accountability Act) (Public Law 104-191, 1996) was passed to 
improve the efficiency and effectiveness of the nation's health care system and promote the use of EDI 
(Electronic Data Interchange) in health care. To accomplish its purpose, regulations were issued by HHS 
(Department of Health and Human Services) to safeguard the privacy and security of PHI (Protected Health 
Information). PHI is any health information that identifies an individual and relates to his or her physical or 
mental health.

The regulations are administrative, physical, and technical safeguards. Each safeguard has specific standards for 
compliance. And each standard has implementation specifications necessary to comply with the Act.

Section 164.312, Technical Safeguards, of the HIPAA Security Standards Final Rule that went into effect on 
February 21, 2003 establishes the general guidelines to ensure the confidentiality, security and integrity of 
electronically stored and/or transmitted health information, and has a direct impact on wireless networks that 
transmit protected health information (PHI).

Which of the HIPAA Security Standards Final Rule applies to the wireless network?

The HIPAA Security Standards and technical safeguards apply directly to “covered entities” in the health care 
industry such as health care providers, health plans, and health care clearinghouses. The Rule indirectly affects 
vendors who provide computer hardware and software applications to covered entities.

To whom does the HIPAA regulation apply?

Designated Official:
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Regulations issued by HHS in Title 45 of the Code of Federal Regulations as follows:

160.310 Provide records and compliance reports. A covered entity must keep records and compliance report 
necessary to ascertain whether it has complied or is complying with the applicable administrative, physical, and
technical Safeguards for PHI (Protected Health Information).

164.308 (a)(1) Security Management Process. Implement policies and procedures to prevent, detect, contain, 
and correct security violations. This includes a risk analysis assessment, risk management procedures, and an 
information system activity review to regularly review records of information system activity, such as audit logs, 
access reports, and security incident tracking reports. 
164.308(a)(5) Log-in monitoring (A). Procedures for monitoring log-in attempts and reporting discrepancies.

164.308(a)(6) Security Incident Procedures. Implement policies and procedures to address security incidents. 
Implement a Response and Reporting (R) system to identify and respond to suspected or known security 
incidents; mitigate to the extent practicable, harmful effects of security incidents that are known to the covered 
entity; and document security incidents and outcomes. 
164.308(a)(8) Evaluation. Perform a periodic technical and non-technical evaluations that establishes the extent 
to which an entity's security policies and procedures meet the requirements to safeguard PHI. 
164.312 (a)(1) Access control. Implement technical policies and procedures for electronic information systems 
that maintain electronic protected health information to allow access only to those persons or software programs 
that have been granted access rights. Specific implementations of this rule include:

(i) Unique user identification. Assign a unique name and or number for identifying and tracking user 
identity.

(ii) Automatic logoff. Implement electronic procedures that terminate an electronic session after a 
predetermined time of inactivity.

(iii) Encryption and decryption. Implement a mechanism to encrypt and decrypt electronic protected health 
information.
164.312(b) Audit controls. Implement hardware, software, and/or procedural mechanisms that record and 
examine activity in information systems that contain or use electronic PHI.
164.312(e)(1) Transmission security. Implement technical security measures to guard against unauthorized 
access to electronic protected health information that is being transmitted over an electronic communications 
network. Specific implementations include integrity controls and encryption.

What are the primary regulations affecting an entity using a wireless network to transmit PHI ?

AirMagnet HIPAA Compliance Reports

The HIPAA Security Standards Final Rule requires that PHI transmitted over public networks be encrypted. 
Since wireless networks broadcast data over the air, they are a type of public network, and, therefore, must meet 
the encryption requirements in order to comply with HIPAA Security Standards Final Rule. This report details 
your wireless network policies in terms of encryption requirements for each access point. It also shows the 
security violations that have occurred within the specified time frame. The report is backed by AirWISE - 
AirMagnet’s leading network analysis engine which is not only capable of automatically analyzing more than 40 
unique security vulnerabilities and attacks on a constant and real-time basis, but also provides technical 
solutions (expert advice) for IT staff to tackle the identified issues. 
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AirMagnet Disclaimer

AirMagnet System Level and Device Level Compliance Reports provide information to assist its customers in 
determining whether they are in compliance with various standards, laws and regulations applicable to wireless 
networks and devices operating in the unregulated radio frequencies (2.4 - 5 GHz). It is intended to assist 
customers in identifying wireless networks and devices not in compliance with security frameworks such as 
FISMA (Federal Information Security Management Act) and US federal regulations implementing laws such as 
GLBA (Gramm, Leach, Bliley Act), HIPAA (Health Information Portability and Accountability Act), Sarbanes 
Oxley Act 2002, and more.
AirMagnet is not responsible for an organization's compliance with industry standards or legal regulations. 
AirMagnet should be used by organizations as an aid in satisfying the organization's compliance requirements for 
standards, laws, and regulations.
AirMagnet operation is limited to wireless networks and devices operating in the unregulated radio frequencies 
(2.4 - 5 GHz). It operates and reports on networks and devices that use wireless technologies. It does not apply to 
wire-line networks and devices not operating in the wireless spectrum.
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1/ System Level Compliance Report

This report summarizes your network’s overall compliance with the HIPAA Security Standards Final Rule on a 
per-policy basis. 

HIPAA  Security Standards Final Rule Compliance 

160.310 Provide records and compliance reports. A covered 
entity must keep records and compliance reports necessary to 
ascertain whether it has complied or is complying with the 
applicable administrative, physical, and technical Safeguards 
for PHI (Protected Health Information).

Policy Compliance and Alarm/Device 
reports provide a record of compliance.

164.308 (a)(1) Security Management Process. Implement 
policies and procedures to prevent, detect, contain, and 
correct security violations. This includes a risk analysis 
assessment, risk management procedures, and an information 
system activity review to regularly review records of 
information system activity, such as audit logs, access 
reports, and security incident tracking reports.

Security IDS/IPS alarms and Policy 
Compliance Reports help prevent, detect, 
contain, and correct security violations

164.308(a)(8) Evaluation. Perform a periodic technical and 
non-technical evaluations that establishes the extent to which 
an entity's security policies and procedures meet the 
requirements to safeguard PHI.

Policy Compliance reports provide technical 
and non-technical evaluations of security 
policies designed to safeguard PHI.

164.312(b) Audit controls. Implement hardware, software, 
and/or procedural mechanisms that record and examine 
activity in information systems that contain or use electronic 
PHI.

Security IDS/IPS, Performance Intrusion 
alarms and the Policy Compliance Reports 
record and examine wireless activity in IS.
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164.308
(a) (5)

164.312 (a)
(1)

164.312 (e)
(1)

164.308 (a) (5) 7.1%15
164.308 (a) (6) 0.0%0
164.312 (a) (1) 65.6%139
164.312 (e) (1) 27.4%58

Total: 100.0%212

HIPAA Violations Per Section
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2/ Policy Level Compliance Report

This report summarizes your network’s compliance on a per-policy basis, showing you the total number of devices 
that are in compliance or violation of each and every policy in the HIPAA Security Standards Final Rule. 
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HIPAA  Security Standards Final Rule

92.37%[§ 164.308 (a) (5)]: Log-in monitoring (A). Procedures for monitoring 
log-in attempts and reporting discrepancies.

 15  9  109

100.00%[§ 164.308 (a) (6)]: Security Incident Procedures. Implement policies and 
procedures to address security incidents. Implement a Response and 
Reporting (R) system to identify and respond to suspected or known 
security incidents; mitigate to the extent practicable, harmful effects of 
security incidents that are known to the covered entity; and document 
security incidents and outcomes. 

 0  0  118

60.17%Access Control [§ 164.312 (a) (1)]: Implement technical policies and 
procedures for electronic information systems that maintain electronic PHI 
to allow access only to those persons or software applications that have 
been granted access.

 139  47  71

69.49%Transmission Security [§ 164.312 (e) (1)]: Implement technical security 
measures to guard against unauthorized access to electronic PHI that is 
being transmitted over an electronic communication network.

 58  36  82
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AirMagnet Alarms

HIPAA Security Standards Final Rule

[§ 164.308 (a) (5)]: Log-in monitoring (A). Procedures for monitoring log-in attempts and reporting 
discrepancies.

 112 6Device Probing for APs 94.92%

 109 9Unassociated station detected 92.37%

Access Control [§ 164.312 (a) (1)]: Implement technical policies and procedures for electronic information 
systems that maintain electronic PHI to allow access only to those persons or software applications that have 
been granted access.

 117 1Client with encryption disabled 99.15%

 112 6Device Probing for APs 94.92%

 85 33AP broadcasting SSID 72.03%

 103 15Device unprotected by TKIP 87.29%

 92 26Soft AP or Host AP detected 77.97%

 88 30Device unprotected by 802.11i/AES 74.58%

Transmission Security [§ 164.312 (e) (1)]: Implement technical security measures to guard against 
unauthorized access to electronic PHI that is being transmitted over an electronic communication network.

 117 1Client with encryption disabled 99.15%

 103 15Device unprotected by TKIP 87.29%

 88 30Device unprotected by 802.11i/AES 74.58%

Notes:

1) By default, your network fails to comply with the Health Insurance Portability and Accountability Act          
(HIPAA) if one of the devices violates any of its policy sections.

2)   Channel specific policy violations will not be included in the Device-Specific Compliance Report.

    3)   AirMagnet has enabled alarms relevant to the HIPAA regulation in its Policy Compliance Reports.
           Disabling any alarms tied to the Reports will degrade their effectiveness and result in a wireless network
           that does not comply with the respective industry regulations.
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3/ Device-Specific Compliance Report

This report contains detailed information about devices in compliance or violation of HIPAA. It checks the devices 
against each and every provision in the Directive to show what policy provisions are violated or upheld to. It lists 
all wireless devices deployed on your WLAN. 
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Device Information HIPAA Policy Sections

MAC Address - Type
Compliance 

%

SSID

Vendor

Channel

00:90:4B:BD:FC:3A-g

P P P P 100.00%
Channel:

QA_linksys2

?
GemTek

00:16:B6:F9:2E:CC-g

P P P P 100.00%
Channel:

QA_linksys2

?
Cisco-linksys

00:90:4B:28:62:AC-g

P P P P 100.00%
Channel:

NETGEAR108

?
GemTek

00:14:A5:01:95:81-g

P P P P 100.00%
Channel:

NETGEAR108

?
GemTek

00:90:7A:06:1F:56-g

P P P P 100.00%
Channel:

Air2

?
SpectraLink

00:12:17:B5:AA:45-g

P P F F 50.00%
Channel:

QA_linksys2

7
Cisco-Linksys

00:0F:34:A7:78:14-g

P P F P 75.00%
Channel:2
Cisco

00:0B:6B:B0:05:69-g

P P P P 100.00%
Channel:

QA_linksys2

?

00:1B:53:00:0C:7F-g

P P P P 100.00%
Channel:

QACiscoVoice

?
Cisco
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00:13:CE:3A:30:6E-g

P P P P 100.00%
Channel:

presidents_club_co

11

00:11:5C:4D:E8:41-g

P P F F 50.00%
Channel:

AirMagnetGuest

4
Cisco

00:20:A6:52:8F:65-g

P P F F 50.00%
Channel:

tv-Wireless Network B

8
Proxim

00:14:69:F3:16:31-g

P P F F 50.00%
Channel:

AirMagnetGuest

1
Cisco

00:0F:34:A7:78:13-g

P P F F 50.00%
Channel:

QAVocera

2
Cisco

00:1B:53:00:0C:7E-g

P P P P 100.00%
Channel:

QACiscoVoice

?
Cisco

00:14:A5:01:95:5D-g

P P P P 100.00%
Channel:

QACiscoVoice

3
GemTek

00:13:02:77:2E:0D-g

P P P P 100.00%
Channel:

QACiscoVoice

?
Intel

00:11:5C:4D:E8:40-g

P P F F 50.00%
Channel:

Air2

4
Cisco

00:12:44:B8:9C:34-g

P P P P 100.00%
Channel:

AMS-1200-5

5
Cisco

00:0B:85:79:03:C0-g

P P P P 100.00%
Channel:

AMS-1200-5

7
Airespace

00:14:A8:44:13:20-g

P P F F 50.00%
Channel:

AMS-1200-5

11

00:1B:11:62:A6:F0-g

P P F F 50.00%
Channel:

QA-dlinkdraft2-jav

1
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00:14:69:F3:16:30-g

P P F F 50.00%
Channel:

Air2

1
Cisco

00:0F:34:A7:78:12-g

P P F P 75.00%
Channel:

AirMagnetGuest

2
Cisco

00:15:2B:AC:CB:CF-g

P P P P 100.00%
Channel:

QACiscoVoice

7
Cisco

00:12:F0:1A:6C:5D-g

P P P P 100.00%
Channel:

QA_linksys2

7
Intel

00:05:4E:43:7B:C2-g

F P P P 75.00%
Channel:

tmobile

?
Philips

00:14:A5:56:4D:8A-g

P P P P 100.00%
Channel:

QACiscoVoice

?
GemTek

00:02:6F:21:26:7D-g

P P P P 100.00%
Channel:

QACiscoVoice

?
Senao

00:12:44:B8:9C:33-g

P P F F 50.00%
Channel:

QAVocera

5
Cisco

00:20:A6:53:8E:73-g

P P F F 50.00%
Channel:

BuffaloQA

9
Proxim

00:0F:34:A7:78:11-g

P P F F 50.00%
Channel:

QASpectralink

2
Cisco

00:1A:A1:92:76:58-g

P P F F 50.00%
Channel:

QACiscoVoice

2
Cisco

00:0B:85:79:03:CF-g

P P F F 50.00%
Channel:

QA-4402-1

1
Airespace

00:0D:0B:4F:5E:00-g

P P F F 50.00%
Channel:

BuffaloWing_AME

6
Buffalo

P o we r e d  b y  Ai r Ma g n e t  4:16:32PMMonday, September 10, 2007

Live Capture



00:12:44:B8:9C:32-g

P P F P 75.00%
Channel:

QACiscoVoice

5
Cisco

00:14:F1:AF:1B:94-g

P P F P 75.00%
Channel:

QACiscoVoice

7
Cisco

00:0F:34:A7:78:10-g

P P F F 50.00%
Channel:

QACiscoVoice

2
Cisco

00:0C:F1:4C:27:6E-g

P P P P 100.00%
Channel:

QA_linksys2

?
Intel

00:12:44:B8:9C:31-g

P P F F 50.00%
Channel:

QASpectralink

5
Cisco

00:14:F1:AF:1B:93-g

P P F F 50.00%
Channel:

QAVocera

7
Cisco

00:0E:35:C0:5D:AE-g

P P P P 100.00%
Channel:

QAVOFI

7
Intel

00:40:96:B1:98:2E-g

P P P P 100.00%
Channel:

internet

?
Cisco

00:0B:46:91:EA:72-g

P P P P 100.00%
Channel:

internet

?
Cisco

00:19:D2:4D:08:AF-g

P P P P 100.00%
Channel:

TestWEP

?

00:13:02:1B:39:88-g

P P P P 100.00%
Channel:

TestWEP

?
Intel

00:02:6F:36:A5:07-g

P P P P 100.00%
Channel:

QA_linksys2

?
Senao

00:12:44:B8:9C:30-g

P P F F 50.00%
Channel:

QACiscoVoice

5
Cisco
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00:14:F1:AF:1B:92-g

P P F F 50.00%
Channel:

QAVOFI

7
Cisco

00:14:D1:C1:5C:0A-g

F P F P 50.00%
Channel:

QA-linksysN-jav

?

00:40:96:A1:96:4E-g

P P P P 100.00%
Channel:

QAVOFI

?
Cisco

00:0E:35:7F:4E:29-g

P P P P 100.00%
Channel:

AirMagnetGuest

?
Intel

00:14:F1:AF:1B:91-g

P P F F 50.00%
Channel:

QASpectralink

7
Cisco

00:40:96:59:A9:39-g

P P F F 50.00%
Channel:

QA-350-2

6
Cisco

00:19:E3:D4:A0:7D-g

P P P P 100.00%
Channel:

ENG-AirPortExtreme-rtf

?
Apple

00:90:7A:04:F0:C4-g

P P P P 100.00%
Channel:

QA_linksys2

?
SpectraLink

00:14:F1:AF:1B:90-g

P P F F 50.00%
Channel:

QACiscoVoice

7
Cisco

00:02:6F:22:40:9A-g

P P P P 100.00%
Channel:

NETGEAR108

1
Senao

00:0C:F1:22:6F:32-g

P P P P 100.00%
Channel:

QA_linksys2

?
Intel

00:14:A5:3C:C1:EA-g

P P P P 100.00%
Channel:

QA_linksys2

?
GemTek

00:90:7A:06:1E:09-g

P P P P 100.00%
Channel:

QA_linksys2

?
SpectraLink
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00:40:96:AF:3A:7C-g

F P F P 50.00%
Channel:

foodies

?
Cisco

00:A0:C5:B7:78:71-g

P P P P 100.00%
Channel:

NETGEAR108

2
Zyxel

00:0F:B5:9B:77:D9-g

P P P P 100.00%
Channel:

NETGEAR108

?

00:12:F0:AC:44:21-g

P P P P 100.00%
Channel:

NETGEAR108

?
Intel

00:12:F0:95:67:4B-g

P P P P 100.00%
Channel:

NETGEAR108

?
Intel

00:13:02:E0:A9:47-g

P P P P 100.00%
Channel:

Air2

?
Intel

00:18:4D:9E:85:48-g

P P F F 50.00%
Channel:

NETGEAR108

1
Netgear

00:0B:86:C2:34:E1-g

P P F F 50.00%
Channel:

aruba-ap-2

1
Aruba

00:14:A5:3C:C1:D8-g

P P P P 100.00%
Channel:

BuffaloWing_AME

9
GemTek

00:11:50:F7:56:FF-g

F P F P 50.00%
Channel:

QA-linksysN-jav

?
Belkin

00:90:4B:C1:9E:6A-g

F P F P 50.00%
Channel:

QA_Lab_1200

?
GemTek

00:0E:35:E1:74:7A-g

P P P P 100.00%
Channel:

Air2

1
Intel

00:0B:86:C2:34:E0-g

P P F F 50.00%
Channel:

aruba-ap

1
Aruba
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00:13:80:43:12:20-g

P P F F 50.00%
Channel:

QA-1200-36

7
Cisco

00:14:A5:01:95:87-g

F P P P 75.00%
Channel:

ENG-2006-Test

?
GemTek

00:90:4B:72:B8:6D-g

P P P P 100.00%
Channel:

BuffaloWing_AME

?
GemTek

00:16:16:02:5B:10-g

P P P P 100.00%
Channel:

BuffaloWing_AME

?

00:12:F0:4B:25:86-g

P P P P 100.00%
Channel:

BuffaloWing_AME

?
Intel

00:40:96:A1:98:D2-g

F P F P 50.00%
Channel:

2WIRE838

?
Cisco

00:16:6F:CB:4F:17-g

P P P P 100.00%
Channel:

QACiscoVoice

?
Intel

00:14:A8:53:4C:60-g

P P F F 50.00%
Channel:

tech-1200

3

00:02:6F:20:18:85-g

P P P P 100.00%
Channel:

QA_linksys2

?
Senao

00:02:6F:21:C4:B1-g

P P F F 50.00%
Channel:

QA_linksys2

9
Senao

00:14:A5:45:63:3F-g

P P P P 100.00%
Channel:

QACiscoVoice

?
GemTek

00:90:7A:06:20:4B-g

P P P P 100.00%
Channel:

QACiscoVoice

?
SpectraLink

00:13:CE:CF:4A:D7-g

P P P P 100.00%
Channel:

QACiscoVoice

?
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00:A0:C5:B7:70:19-g

P P P P 100.00%
Channel:

QACiscoVoice

?
Zyxel

00:06:25:50:48:49-g

P P F F 50.00%
Channel:

linksys-b

3
Linksys

00:11:5C:4D:E8:F1-g

P P F F 50.00%
Channel:

AirMagnetGuest

8
Cisco

00:02:8A:A8:9A:15-g

P P P P 100.00%
Channel:

tech-1200

11
Ambit

00:12:F0:29:83:8A-g

F P F P 50.00%
Channel:

internet

?
Intel

00:14:A5:01:95:30-g

F P P P 75.00%
Channel:

QA-linksysN-jav

?
GemTek

00:12:F0:1A:51:96-g

P P P P 100.00%
Channel:

QA_linksys2

?
Intel

00:40:96:A1:44:BA-g

P P P P 100.00%
Channel:

QA_linksys2

?
Cisco

00:40:96:A3:BF:59-g

P P P P 100.00%
Channel:

QA_linksys2

?
Cisco

00:40:96:AF:31:BC-g

P P P P 100.00%
Channel:

QA_linksys2

?
Cisco

00:11:5C:4D:E8:F0-g

P P F F 50.00%
Channel:

Air2

8
Cisco

00:0E:35:56:01:69-g

P P P P 100.00%
Channel:

internet

?
Intel

00:1A:73:4A:47:EA-g

P P P P 100.00%
Channel:

internet

?
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00:14:A5:D9:81:B3-g

P P P P 100.00%
Channel:

QA_linksys2

?
GemTek

00:40:96:59:B9:44-g

P P F F 50.00%
Channel:

QA-350-2

6
Cisco

00:14:A5:35:30:F4-g

P P F F 50.00%
Channel:

AirLinkMIMO

3
GemTek

00:02:8A:A3:09:20-g

P P F P 75.00%
Channel:

Air2

3
Ambit

00:15:F9:41:C4:46-g

P P P P 100.00%
Channel:

QACiscoVoice

5
Cisco

00:02:6F:20:19:D7-g

P P P P 100.00%
Channel:

QAVOFI

?
Senao

00:13:CE:C8:54:ED-g

P P P P 100.00%
Channel:

AirMagnetGuest

1

00:16:6F:C5:E3:78-g

P P P P 100.00%
Channel:

TestWEP

?
Intel

00:1B:63:D6:4F:97-g

P P P P 100.00%
Channel:

TestWEP

?

00:11:5C:4D:E9:11-g

P P F F 50.00%
Channel:

AirMagnetGuest

1
Cisco

00:13:02:77:23:ED-g

P P P P 100.00%
Channel:

QA_linksys2

7
Intel

00:02:6F:20:BD:F1-g

P P P P 100.00%
Channel:

ENG-AirPortExtreme-rtf

?
Senao

00:15:F9:57:9E:92-g

P P P P 100.00%
Channel:

linksys-b

?
Cisco
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00:90:7A:06:1D:DF-g

P P P P 100.00%
Channel:

linksys-b

?
SpectraLink

00:02:6F:22:37:D6-g

P P P P 100.00%
Channel:

linksys-b

?
Senao

00:40:96:A3:C0:79-g

P P P P 100.00%
Channel:

QA-1200-36

7
Cisco

00:40:96:AF:31:64-g

P P P P 100.00%
Channel:

AirMagnetGuest

?
Cisco

00:11:5C:4D:E9:10-g

P P F F 50.00%
Channel:

Air2

1
Cisco

Notes:

1) P = Pass; F = Fail
2) A device is considered to have failed to comply with HIPAA if it violates any of the policy provisions. 
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